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Abstract

This paper outlines different objectives for testing, and surveys some relevant techniques and tools
used to address some of those objectives. The overview is conducted in the perspective of
trandfering this body of knowledge to the emerging doman of technology enhanced learning.
Some gpecific techniques under investigation within the frame of the European FP6 project
TELCERT are summarized.

1 Introduction

Recent years have seen a growing interest into the e-Learning domain, thanks dso to the rapid
advances of the Information and Communication Technology (ICT), which have made avalable
new poweful and low-cost means to provide online and interactive traning services. The
spreading out of the Internet, of wirdless and mobile devices, as well as the widespread adoption of
open systems specifications and sandards have set up a wedth of new capabilities and gpplication
opportunities for the future of Technology-Enhanced Learning (TEL).

As better discussed in Section 2, a learning system consigts of the e-Learning platform (the LMS)
and the “courses’ themsdves, that form the learning content. From both the producer’s and the
user’s ddes a urging demand comes for high qudity, flexibility and interoperability of platforms
and contents, and dl these qudlities are best built on top of open ystem specifications. Indeed, both
the medium and the content are the result of high investments from the respective producers, who
clearly want to invest in a future safe product. Conddering the content, due to the ubiquity and
heterogeneity of consumers, this requires independency from the current platform and prevention of
lock-in effects by proprigtary formats idedly a product (i.e, the content) should be usable on any
plaform, and the vice versa There is dso a vivid interest of the users themsdves (teaching
inditutions) in interoperability. Users want to move their content between sysems. They want to
aggregate content from different sources and dso probably in the future combine system
components from different vendors. Hence they want to be assured of the interoperability before
buying the product.

Speeking in generd to achieve such characterigtics rigorous and controlled development processes
have to be put in place. But of coursg, it is not thinkable to impose a grictly regulated development
process. Development of learning systems actudly is a complex and articulated process carried on
by different inditutiongstakeholders, in which sandardization certainly plays a key role. However,
dthough it may be practicable to make some genera recommendations for content development or
give some sort of best practices, the actud development and control is dways in the hands of the
developers (of content or medium) with their own interests, andards and practices.

What could be done, and is n fact one of the main goas of the recently started TELCERT project
[13], is to pursue the routine adoption of conformance testing as a means to facilitate/vadidate
interoperability. Not only a standardized conformance test process for elLearning can directly check
whether a specific content ingance is compliant with the agreed terminology and syntectica rules,
andlor whether the LMS behavior conforms to the gspecified sequencing of events. Also, the
introduction of a conformance testing program brings in as a Sde effect to raise the producers
concern for stlandard specifications (as customers will naturally tend to prefer conformant products).
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But exactly because of the large economicd and politicd implications behind conformance
vdidation (which subsequently may aso lead to certification), the adopted test suites should be the
product of neutral, accredited and authoritative body, ingtitution or service.
The above mentioned TELCERT project is a research and development project under the European
Union's 6th Framework Programme. Led by a consortium of e-Learning providers, research and
industry organizations, TELCERT ams a developing innovaive software tesing and conformance
systems to assure interoperability in e-Learning content and technology.
The TELCERT work programme includes the following tasks:

Identifying the * state of the art’ in testing and conformance

Test auite research and devel opment

Cresgting gpplication profiling and content re-engineering tools

Deveoping the TELCERT Test Suite and conformance programme
In line with the above tasks, this working paper will first discuss the need for interoperability in the
e-Learning domain. Then we oveview the fidd of software teding. Tesing techniques can be
gpplied at different stages and with different objectives. we overview these different test objectives
and outline exiging techniques and tools. This overview is done with a perspective on the usage of
such techniques and tools in the e-Learning domain, in which testing and specificaly conformance
teging isdill preiminary.

2 Development processes for e-Learning systems

The practicad adoption of elLeaning involves different types of resourcess human resources,
knowledge resources and technica resources. The human resources, typicadly lecturers, students
and technica adminigtrators are not subject to the technology based testing and will therefore not be
discussed here further.

The basic technica resource that the testing will concentrate on is the learning management system
(LMS). It is the centra mediator between dl other resources and typicaly not exchangesble like
hardware snce most suppliers of LMS provide some added value to their product despite the basic
features found in al LMS. Also LMS ae not as technologically mature and standardized like eg.
networking technology. The LMS is one criticad eLearning component the testing in the TELCERT
project isfocusng on.

The knowledge resources involved in the learning process are the courses themselves and al the
content integrated in the courses. This content can be of many digitd formats like texts, diagram,
collections of idess, discussons, smulation programs, Spreadsheets, etc. Some of the content is
prepared in advance by the lecturer, but other content might be worked out by the course
participants while a course is taking place. All the content is organized in elLearning courses which
make up a complete learning unit. Therefore the courses are the second important elearning
component the TELCERT testing is concentrating on.

21  Structureof E-Learning Systems

An eLearning system is typicaly based on internet technology and most information is deivered in
form of web pages or other digitdized materids from the LMS to the persons involved in the
learning process. The learners and teachers work on persona computers & home, at the teaching
inditution or some other learning venue with internet access. Recently dso mobile devices may be
used to support learning in any place and a any time. The LMS congs of a minimum of three basic
components from the functiondity point of view: the web sarver front-end, a user management
component and a course management component.

The front-end component recelves requests from the users just like any web server and processes it.
Processing includes checking and updating the user authentication and seftings, requesting and
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updating content from the course management component, assembling the response into a web page
and delivering it back to the user.
The user management system that must authenticate the user and provides persond and system wide
information about the registered users. Mogt of this information will be based on predefined roles of
the user in the system (e.g. adminidrator) or in a course (eg. designer, lecturer, sudent). But further
information can be conddered like persona settings set by the user or learner profiles maintained at
the same or a remote location. The information known a&bout the user is used to provide
persondized content, but dso to redrict the user to content that is considered to suit his persond
knowledge and information needs.
Severa dandards and specifications exist to handle the information about the users. The user
information can even be digtributed on more than one system, eg.

alocd relaiond database storing LM S specific information, authenticating a user with an

ingtitution wide authentication server accessed via LDAP protocol and

getting information on a learners current knowledge from some remote server mantaning a

learner profile or portfalio.

The course management component maintains the courses regisered on the sysem. A course is
made up of severd parts and relations between those parts. It basically conssts of a course structure
defined by the lecturer and content provided by the lecturer and the learners before and during the
course redlization.

But in red life a course is much more complex and many other information can be needful and
necessary to describe what makes up a course this includes dternative course dructures,
dependencies between dements, reations between learners, tools that are used for activities, a
workflow adopted by the learners, predefined learning objectives, etc. Normdly not dl this can be
reflected in a technicd system. Limitations are given by the capabilities of the LMS and by the
power of the specification used to express the course. Courses may adso exhibit a dynamic
behavior, providing or denying accessto learning objects depending on the learner’ s achievements.

2.2  Structureof e-Learning Courses

A course is generdly not held a only one time, but digtributed over several lessons and other units
of learning. The course designer chooses an adequate course sructure of smdler units of learning
that can be arranged in a reasonable ordering for the purpose of imparting knowledge. The ordering
can be linear; but often an ordering made up of forks, parale sessons or other dternative orderings
can be more adequate. It depends on the LMS and the specifications applied what course structures
can be expressed in an el_earning course.

A unit of learning is defined by the intended learning objective persuit and a set of activities that are
planned to take place in order to achieve those objectives. The activities make use of learning
objects that are dso part of the unit of learning and were supplied by the teacher or possbly the
students.

The learning object can be in any type of digitdized form when included in an eLearning course. A
digtinction between gatic and dynamic objects must be made regarding the handling of object in the
LMS. Static objects are not modified during the redization of the course and only read or played by
the course paticipants, i.e. text documents, images, diagrams, film sequences and even programs.
Since they are not modified, they can easly be reused in other courses or used a different places of
one course. Therefore it can be reasonable to technicaly place those objects outsde a course and
just make a reference to them n a course. The object is then loaded from the origind storage place



Thisis on-going work Preliminary version made available for presentation at Alt-1-Lab 2004

(e.g. media library or externd server) a the moment a user requests the object, but invisble to the
user.

Dynamic learning objects are modified during a course by the students or the teacher. They are
initidly sarted with only some basc daa and worked on during the course. This can be a
discussion forum where student and teachers communicate, Spreadsheets where students can collect
and summarize ther results or quizzes where sudents must demondrate their current knowledge
and undergtanding of the subject. Dynamic objects can dso be reused if a mechanism exists to
initidize them before darting a new course. So for a dynamic learning object there is a basc
indance and some course or even user specific indance with the information provided during the
redization of the course. Static and dynamic objects can be closdly intertwined in a course. For
example learners may dynamically create annotations for Satic learning objects.

The users involved in an eLeaning course peform different tasks within the course. The
redrictions and permissons given to each user are assgned through predefined roles, typicdly the
teacher and dudents. The lecturer normaly creates the course and has full control over it, like
having access to dl information the current work and data contributed during the course and
granting students access to resources. Students can enroll into the course and work on the course
according to the redtriction or recommendations given by the teacher in form of the course structure.
Other roles are possible, eg. tutors have more access to resources than student but without full
control over the course.

3 Standardization issues and profiling

e-Leaning has experienced several dtempts to edtablish standards in the last years. But
standardization can be consdered a longsome process. The IETF RFC 2026 outlines the process of
sandardization to be based on a specification that is developed in severd iterations of review and
revison; then it must be approved by an appropriate body before findly being published!. The godls
of the standardization process according to the RFC 2026 are declared to be “technical excellence;
prior implementation and testing; clear, concise, and easly understood documentation; openness
and farness, and timeliness” This complicated standardization process is intended to produce a
specification of high technical qudity, taking into account the interests of al affected parties, and
dill establish a“widespread community consensus’.

Standardization bodies are usudly established on nationd level (DIN?, ANSI®, IEEE*) or
international level (1SO°, CEN®). This ensures them a wide acceptance, which is essentid for the
adoption of the standards. But especidly in the area of internet technology other organizations like
IETF’ and W3C? have dso established. They are not officidly accredited as standardization bodies
and publish technica specifications indead of dandards. But ther technical specifications are
highly accepted in the respective communities and can be consdered de facto standards that are not
published by officia sandardization bodies but play dmost the same role as the officd standards.
It isnot unusud to incorporate de facto standards in later developed officia standards.

1 'S Brader: “RFC 2026 - Internet Standards Process — Revision 3“. Harvard University, October 1996,
http://www.ietf.ora/rfc/rfc2026.txt .

2 DIN Deutsches Institut fiir Normung e.V. (http:/www.din.de/).

3 ANSI - American National Standards Institute (http:/www.ansi .org/).

* |EEE - Institute of Electrical and Electronics Engineers (http:/www.ieee.org/).

® |SO - International Organization for Standardization (http://www.iso.chy).

® CEN - European Committee for Standardization (http://www.cenorm.bey).

" |ETF - Internet Engineering Task Force (http://www.ietf.org/).

8 W3C - World Wide Web Consortium (http://www.w3.org/).
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If the fidd of e-Learning quite some technica gpecifications have been published, but only few
dandards. Although most standardization bodies are currently working on e-Learning standards, the
lengthy sStandardization process has not yet reached the publication phase in most organizations.
Some of the standards relevant for el.eaning are IEEE LOM® (metadata) and IEEE CMI*° (course
description). In the mean time gpecifications have taken the place of standards and are currently
used by the e-Learning practitioners and often established as de facto standards. A collection of
complementary e-Learning specifications are published and maintaned by the IMS Globd
Learning Consortium®!, induding specifications like LIP (Learner information Package), LD
(Learning Design), QTIl (Questions & Test Interoperability) and CP (Content Packaging). IMS
specifications are dso highly accepted, by both supgliers and users. Other important specifications
for eLeaning ae OKI OSID'?, AICC Guiddines, but dso noneleaning specific specification
like XML* or LDAP® &ffect elearning.

Standards and specifications clam to cover the necessties of a large number of reated
communities. This means that with respect to the needs of one specific community they most
probably include elements that are not needed by dl communities, or dlow a larger range of vaues
than needed, or don't dlow vaues needed by one community, or they might even miss dements
that are used by community. Which dements are included in a specification and the detals on the
data type and usage of these dements are given in the specification’s information modd. An XML
binding is often used to map the abgract information elements to an XML representation. Fndly a
best practice guide is sometimes provided with recommendations on practicd implementation
ISSues.

The idea of application profiling is to provide a specidized implementation of one or more
sandards or specifications, tailored to the needs of specific community of practice. An gpplication
profile is an adapted implementation of a dandard or specification, possbly completed with
eements from other standards and specifications. It often comes together with guiddines specific
for the targeted community. It can eg. declare optional eements to be required, exclude elements of
the base gpecification, st default values for dements, or declare terms to be included in a
vocabulary.

Application profiles are commonly used and some popular examples are SCORM*® (often wrongly
declared to be a specification or de facto standard), e-GIF*’ and CanCore'®. There are some
advantages of developing an application profile on bads of an esablished standard rather than
developing another new highly specific spedification:

Compliance: depending on whether the profile is restrictive or extensive with respect to the
base specification, the resulting document instances remain read- or write-compliant®® to the
base specification.

® |EEE LOM - |EEE Learning Object Metadata (http://Itsc.ieee.ora/wgl2/).

10| EEE CMI — |IEEE Computing Managed Instruction (http://Itsc.ieee.org/wgll/).

1 |MS Global Learning Consortium (http://www.imsalobal .org/).

12 OK1 OSID — Open Knowledge Initiative's Open Service Interface Definitions

(http://web.mit.edu/oki/specs/index.html ).

13 AlcC - Aviation Industy CBT Commi ttee (http://www.aicc.org/).

14 XML - Extensible Markup Language (http:/www.w3.org/XML/).

!5 | DAP- Lightweight Directory Access Protocol (http:/www.ietf.org/rfc/rfc3377.txt).

1 SCORM — Sharable Content Object Reference Model (http://www.ad|net.org/index.cfm?fuseaction=scormabt).

" E-GIF - UK e-Government Interoperability Framework (http:/www.govtalk.gov.uk/eqif/).

18 CanCore - Canadian Core Learning Object Metadata Application Profile (http:/www.cancore.ca/).

19 An application profile can define restrictions or extension to the specification it is based on. If it is strictly restrictive
the number of possible document instances is reduced and any document instance that complies with the application
profile will aso be compiant to the base specification. This is called read-compliance. If the application profile is
strictly extensive then number of possible document instances is augmented and any document that complies with the
base specification will be compliant to the application profile. This is called write-compliance. If an application is both
restrictive and extensive, then no general conclusion on the compliance can be given.
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Maturity: standards and specifications run through a development process that ensures wide
acceptance and technicd maturity and practicd reevance. Making use of an exiding
standard or specification reduces the work load and savestime.

Interoperability: system and content can be used bgether with other systems and are not tied
to only one proprietary system due to e.g. the encoding or protocols.

Reusability: content can be reused in different system, settings and indtitutions.

Durability: standards, once established, evolve; this can avoid obsolescence of systems and
content.

But making use of specifications does not autometicadly guarantee that dl these bendfits are redly
accomplished. Adopting a specification must rather be consdered as enabler and necessity to gain
the stated benefits. Also specifications do not necessarily regulate al details and must leave some
scope to the implementers for thelr specific needs. Severd incompatible solutions are sometimes
possble for the same task. For this reason the recommendations of the best practice guide should be
followed for cases that are covered there.

4 Quality requirements for modern e-Learning

<<Koblenz + ISTI>> ~2 pages

The keyword today is interoperability, however this term has been overcharged [ipyto mean
related yet different things

Discussion of relevant needs and requirements

with regards to medium:

for ingance:

I nteroperability

Usability

With regards to contents:
Compatibility[ip2)
Conformance

5 Testing objectives

The same term testing can refer to many related yet different activities, dl amed a evduaing some
property of a software system, and ultimately to increase our confidence in the “suitability” of the
product to our objectives. Admittedly, the above sentence is rather vague, but it is so on purpose for
trying to embrace into a satement the many widdy different objectives that one may want to
address by testing.

A coherent definition for testing comes from the IEEE Standard Glossary of Software Engineering
Taminology [3], Saing that testing is the “process of operating a system or component under
specified conditions, observing or recording the results, and making an evaluation of some aspect
of the system or component”. So, testing is caried on for evauating some specified aspect or
property, and the aspect being pursued establishes the objective for testing.

There exis many test techniques, and the one that is the most effective in each circumstance
precisely depends on the aspect that has to be evaluated, as well as, of course, on the conditions
under which the sysgem is beng evduaed. This is why diginguishing and explicitly establishing
relevant test objectivesisimportant to plan and manage the test process.

A useful comprehensive overview of test objectives can be found in (9] Chapter 2). Test objectives
are there caled “test factors’ and include, among others, Correctness, File integrity, Access control,
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Compliance, Rdidbility, Ease of use, Maintainability, Portability, Performance. For example ([9]
Fig. 2.7), if the test objective is “Mantainability” then the test strategy must ensure that the separate
segments of the program will be associated to appropriate identifiers, and they point to the other
segments that need to be changed concurrently with each; if the test objective is performance the
test will have to check that the system achieves the performance acceptance criteria, and so on. No
list of test objectives can ever be exhaudtive, and from case to case different test objectives can be
edtablished. It is useful to reproduce here the testing methodology cube proposed by Perry (9]
Chapter 2): this cube is a three-dimensiona work program (Figure 1). On a fird dimenson Perry
puts the test factors (i.e, the test objectives), and this is congdered the most important dimension.
Along a second dimension he puts the test strategy, which is decomposed into the phases of the
development process. For each phase, the relevant concerns have to be identified. Finaly, the third
dimension of the cube corresponds to the ‘test tactics”, which embraces test criteria, test techniques
and tools.

Test Strategy

Test Factors

Figure 1 Thetest cube

Of course the decison of which aspects of the product should be evaduated depends srictly on the
goplication domain. In safety criticd applications, correctness becomes the predominant aspect,
because no falures, even “smdl” ones, can be tolerated;, indead, testing for rdiability, i.e,
prioritizing the detection of those falures which would be the most frequent in operation (see
Section 5.5), hastraditiondly had aleading role in the telecommunications.

We will now congder in more detal some test objectives considered to be important for the e-
Learning sector. For esch test objective consdered, we will aso briefly address techniques and
tools employed.

Another implicit assumption of the above IEEE definition is that testing presupposes the execution
of the software, and in this sense testing is usudly referred to as a “dynamic’ evaudion activity. As
such it is diginguished from other complementary checks, based on datic analyss techniques, tha
can be used to evduate a system or component. However, it is dso not unusud to find the
terminology “datic testing” and “dynamic testing” to distinguish between the two different types of
techniques, and this is in fact the attitude we have taken within TELCERT, where both kind of
analyses are used (see Section 6).

51  Conformancetesting

Description: One very important test objective is to vdidate tha an implementation actudly does
what it is expected to do. Tegting in this case is sad conformance testing, and the objective is to
assure that the product under test is built in accordance with established policies, procedures and
dandards. In paticular, we focus on standard specifications covering ether the software sructure
(eg., the used identifiers, the multiplicity and types of arguments, etc..) or its behavior, i.e, the
interactions with the user and between different components. The specification can be expressed
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with different degrees of formdizaion, and under different levels of authority. While ensuring

conformance is important for many reasons, it becomes mandatory where the gpecification is

embedded into a normative (de jure) standard. The ultimate god for establishing these standard
specifications is dways tha of ensuring interoperability among products from different producers,
and thisisin fact the case for the e-Learning domain as we have discussed in the previous sections.

Notably, when consdering in generd software systems we can digtinguish between different kinds

of interaction that may be sought between the involved parties (be them humans or machines).

In the same way there dso exist different types of conformance.

- Data Conformance: this is amed to assure that “information” can be shared and exchanged,

hence conformance testing conssts here of checking that the syntax of data is in agreement with
the established format in the standard. The testing techniques employed more properly belong to
the techniques referred above to as “datic testing’. Data conformance testing from a syntactic
point of view involves checking the format of data exchanged, the content required dSructure,
and the interfaces. On a different layer would be checking the semantic conformance of data,
l.e, that the syntactically coherent data actudly are used by the different providers with the
same meaning.
Behavior Conformance: testing for behavior conformance implies to verify whether the
observed behavior of the tested system conforms to the specification, and this is done by
executing the system on a sample test suite and observing its 1/0O behavior (see Figure 2), i.e., by
“dynamic testing” properly sad. This tex can be implemented and executed againgt different
tests targets, including units, integrated units, and systems[9].

Does IUT
“correctly”

implement the
Specification?

test
specification

generator

test

executor

Black box

Figure 2 Conceptua schema for Conformance testing

Techniques and tools: The techniques and tools for conformance testing are quite different for the
two contexts of data or behavior conformance. Data conformance can now rely on quite standard
approaches which can directly provide exact response as to whether some ingtances of data are
compliant with a syntax specification.

In a context in which the gpecification describes data that can be exchanged among software
gpplications, the previous definition can be rephrased as the activity of assessng that the
information enclosed in an “information ingance’ correctly contains the data that are described by
the information modd (that is specification of the information). The features of the eXtensble
Markup Language (XML) has made posshle the fast adopt affirmations of this language as the
sandard for data interchange. XML can be consdered a meta-language that permits the definition
of specific languages through the choice of specific tags.

For XML documents, another important eement that needs to be defined is the admissble
dructure of the document in terms of reations among the different tags defined by the language.
These choices are the reault of the agreement among different stakeholders that need to exchange
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data or can be the result of the work of an authority that has the recognized “power” of defining the
language e ements.

Obvioudy the generd agreement on the definition of a language does not guarantee in practice the
interoperability of different software gpplications produced by different stakeholders, ingead it is
necessary to define ingruments that make it possble to verify the conformity of a document
ingance written with reference to a specific language. Some specific techniques and tools based on
the XML notation, currently under consideration within TELCERT for this purpose, are discussed
in more detail in the next section.

Conddering ingead the medium, we ae modly intereted in ascertaning the conformance of
behavior. A quite mature theory for conformance testing has been developed in the last decade [14],
[15], rooting on earlier results on equivaence testing of trangtion sysems. This theory provides the
foundations of test techniques developed in the doman of telecommunication protocols (expressed
in SDL, LOTOS, or other specidized languages). Recently work has been carried on for extending
such reaults to the testing of generic reective systems (i.e.,, systems which behave by reacting to the
environment gtimuli). The main problem to overcome remains a problem of scaability.

Approaches for behavior conformance testing are based on a formdized notion for Conformance as
follows [14], [15]. There is a formd specification, there is an implementation, and there are a sat of
properties (the Conformance Rules, or Conformance Clauses) tha al conforming implementations
should satidy. The am of a formd testing framework is to define a conformance reation between
the implementation | and the (forma) specification S. Such a rdation precisely establishes when | is
a correct implementation of S. However, to do this, we need to reason on the naurdly informa
implementations as if they were formd objects. The prerequidte to this is the test hypothess,
dlowing a tester to assume that the output observed for one test case can be taken as a
representetive for (infinite) many other possble executions. For testing purposes it is useful to
alow the tester to distinguish between the controllable events and the observable events.

Having edadlished formdly a conformance rdation, forma techniques can now be used to
automdticaly derive from the specifications an ided test suite T, i.e, a set of tests by which for any
implementation its conformance can be edablished. This ided test suite is cdled complete, and
holds the properties of soundness, i.e. conformant implementations ae never rgected, and
exhaustiveness, i.e. dl non conformant implementations are regected. The latter property however
would require infinite test suites in amog dl practicd cases, therefore a sdection of a finite test
auite is made, by which only soundnessis preserved, while exhaugtivenessis logt.

The sdection can be made randomly, or dternatively, the tester can use hisher knowledge of the
implementation under test and of the context to guide the sdection; this second approach is
implemented inthe TGV toal and is formaized through the notion of atest purpose.

Applicability to e-Learning: In the e-Learning domain, the above dichotomy between data and
behavior conformance is naturdly reflected in the distinction between content and medium.

With regard to data conformance teting, the techniques discussed can be used directly for content
vaidation. We describe such an gpplication in Section 6.

Use of the techniques for conformance behavior testing clearly requires degp expertise in forma
methods, which is not obvioudy yidded in standard test laboratories. However, n our opinion such
results could be fruitfully trandferred in the future to the conformance testing of LMS behaviour,
provided that the standard required behaviour is specified in the form of date machines or
equivaent formaism.

5.2  Development testing

Description: During software development, testing is carried on to monitor product quality and to
early detect problems and bugs. Alongsde the development process, the teding activities are
themsdlves organized into a process involving severd phases, addressng different portions of a
sysem or the whole of it. Whichever the process adopted, we can a least distinguish in principle
among the three stages of unit, integration and system test.



Thisison-going work Preliminary version made available for presentation at Alt-I-Lab 2004

Unit test purpose is to ensure that the unit (the smallest separately testable piece of software, eg., a
class or a module) satidfies its functiona specification and/or that its implemented structure matches
the intended design structure. Unit tests can aso be applied to check interfaces (parameters passed
in correct order, number of parameters equa to number of arguments, parameter and argument
matching), locad data structure (improper typing, incorrect variable name, inconsistent data type) or
boundary conditions. Integration testing indead is specificaly amed a exposng the problems that
can arise while software pieces or components are aggregated to create a larger component. Even
though the dngle units are individualy acceptable when tested in isolaion, in fact, they could dill
result in incorrect or inconastent behavior when combined in order to build complex sysems. For
example, there could be an improper cal or return sequence between two or more components.
Integration testing thus is amed a verifying tha each component interacts according to its
specifications as defined during prdiminary desgn. In paticular, it manly focuses on the
communication intefaces among integrated components Findly, system test involves the whole
system embedded in its actud hardware environment and is amed a ensuring tha esch system
function works as expected (or, according to the user requirements), any falures are exposed and
andlyzed, and additiondly that interfaces for export and import routines behave as required. Such
andyses increase the confidence that the developed product correctly implements the required
capabilities, in addition sysem teding collects information useful for deciding the releese of the
product.

Techniques and tools: Many different techniques and tools exis for development testing of
software applications. A firg didtinction can be made between white-box and black-box
gpproaches, depending on whether the testing technique is based on acesshbility of the source code
or otherwise if the system internds are not visble (such as it is the case for COTS), and the system
is only tested at its 1/O interface. The two types of techniques are dso distinguished as sructural
vs. functional testing.

In white-box, or structurd testing, the program is modelled as a flowgraph, whose entry-exit paths
represent the flow of control. Code-based test cases then am at sysemdicdly covering as many
paths as possble adong the program flowgraph. Various code-based criteria have been proposed to
redize codt/effective gpproximations to exhaudive path coverage (which is cdealy infeasble), by
identifying specific dements of the program control-flow or data-flow that are deemed to be
relevant for reveding possble falures, and by requiring that enough test cases to cover dl such
elements be executed. For ingtance, the branch coverage criterion requires that each branch in a
program be exercised (in other words, for every predicate its evauation to true and fase should
both be tested at least once). Branch coverage is dso said “decision coverage’, because it consders
the outcome of a decison predicate. An example for data-flow based testing is instead the all-uses
coverage criterion, which requires that for every variable, every possble use of a definition is
covered by at least one test case. Note that if a varisble V is assgned a vaue a node X of the
flowgraph, a reference to the same varidble a some other node Y is a proper “use” only if there
exigds a least apath from X to Y that contains no other definition of V.
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Figure 3 The functional test process.

In black-box, or functiond testing, the high levd specifications of a software application ae
andysed to identify dl features and functiona areas that have to be tested and to develop a
comprehensve st of test cases that outline how each feature and functiona area will be tested (see
Figure 3). In this view, functiond testing and conformance testing share a quite Smilar objective
and present many common aspects In fact, functiond testing includes technologies for
specification-based testing amed a vdidating tha the sysem as built is compliant with the
developer’s specifications and/or requirements, or otherwise to reved potentia inconssencies.
Therefore, the techniques and tools described above for the testing of behaviour conformance can
aso be gpplied in functiond testing. Moreover, other kind of techniques can be applied to help the
systematlc derivation of test cases by exploring the input domain, eg.:
boundary conditions: i.e,, those combinations of values that are “closg’ (actualy on, above and
beneath) the borders of the equivalence classes identified both in the input and the output
domains. This test gpproach is based on the intutive fact, aso proved by experience, that faults
are more likely to be found at the boundaries of the input and output subdomains.
equivalence classes; by partitioning the input domain into subdomains of “equivaent” inputs, in
the sense that any input within a subdomain can be taken as a representative for the whole
subset. Hence, each input condition must be separately conddered to first identify the
equivalence classes. The second step conssts of choosing the test inputs representative of each
subdomain; it is good prectice to take both vdid and invaid equivalence classes for each
conditions. One effective method that beongs to this gpproach is the wdl known Category-
Partition (CP) that we describe below.
In the CP method, for each functiond unit, the tester identifies the environment conditions (the
required system properties for a certain functiona unit) and the parameters (the explicit inputs for
the unit) that are relevant for testing purposes. these ae cdled the test categories. For each category
the sgnificant (from the tester's viewpoint) values that it can take are then sdected, cdled the
choices. A suite of test cases is obtained by taking all the possible combinations of choices for all
the categories. To prevent the condruction of redundant, not meaningful or even contradictory
combinations of choices, in CP the choices can be annotated with constraints which can be of two
types i) ether properties or ii) specid conditions. In the firsg case, some properties are set for
certain choices, and selector expressons relaed with them (in the form of ample IF conditions) are
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associated with other choices. a choice marked with an IF sdlector can then be combined only with
those choices from other categories that fulfill the related property. The second type of condrants is
useful to reduce the number of test cases some markings, namely “error” and “single’, are coupled
to some choices. The choices marked with “error” and “single’ refer to erroneous or Specia
conditions, respectively, that we intend to test, but that need not to be combined with dl posshble
choices. The lig of dl the choices identified for each category, with the possble addition of the
condraints, forms a “Test Specification”. It is not yet a lig of test cases, but contans dl the
necessary information for ingantiaing them by unfolding the constraints.

Findly we dso mention Exploratory testing [5] tha is an dternative approach to system testing. It
is defined as smultaneous learning, test design, and test execution; that is, the tests are not defined
in advance in an edtablished test plan, but are dynamicdly designed, executed, and modified. The
effectiveness of exploratory testing relies on the tester’'s knowledge, which can be derived from
vaious sources. observed product behavior during testing, familiarity with the application, the
platform, the failure process, the type of possible bugs, the risk associated with a @aticular product,
and so on.

As a consequence of the large sporeading of Web applications a high demand is emerging for
techniques and tools for testing Web based sysems. Moreover, the new available technologies
dlow developers to insart sophisicated functions and dynamicaly linked services. Unfortunately,
the respongbility for their organization and evolution is often left to the developers themsdves
Another problem is posed by the rapid evolution of these sysems. Some researchers [10] have
proposed UML modds for the high level representation of Web applications. Such models have
then been exploited as the darting point for severa anayses, which can hdp in the assessment of
the datic dte Sructure, and to drive Web application testing. For instance web-based white box
testing criteriafor the semi-automatic generation of the test cases have been developed [10], [11].

Applicability to elLearning: Consdeing the e-Learning doman, traditiona techniques of
development testing naturaly apply, and should be consdered, in the development process of the e
Learning medium. With regard to the content, they are not rdevant, but it can be interesing to
consder instead the application of gpproaches proposed for the functiond testing of web systems to
the andysis and testing of the content.

53 API Testing

Description: An APl (Application Programming Interface) specifies a sat of software functions that
can be invoked by other software applications to perform some required service. By invoking the
avalable APIs, an gpplication can use the functions provided in seamless way, i.e, the end-user
does not need to know, and is generally unaware, of being making an externa service invoceation.

For APl testing [REF Jorg] then we need to smulate the potential invocation of the APl by end-user
applications. The test cases must exercise in sysematic way the relevant festures and functionalities
of the provided services. Hence the test cases must on one Sde vary the parameters of the APl test
invocations, s0 to olicit interesting conditions. On the other Sde, the invocations must be run in
varying sequence orders.

Techniques and Tools. Techniques for functiond testing overviewed in the previous subsection are
dso usful for APl testing. An hybrid goproach combining the exploration of APl parameters
boundary conditions and State-based test generation techniques is proposed in [REF]. The authors
propose to adopt together the Category- Partition method described above, with Markov models.

By means of the later we derive the set of rdevant dates, and afterwards we consder the relevant
variations of parameter valuesin each sate.

Applicability to e-Learning: techniques for APl tesing are of high relevance in the e-Leaning
domain for what concerns the deployment of the content on the LMS.
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54  Usability testing and GUI testing

Usability is a very important aspect to test againg, especidly for those systems, such as in fact e
Learning systems, whereby the product is going to be used by a large number of generic users,
meaning that we cannot make any assumption or restriction about the expertise and capability of the

perspective users.

Since the lagt twenty years methodologies for desgning and implementing usable software have
been defined. They are generdly classfied under the discipline of the Human-Computer Interaction
(HCI) and include the definition and observation of the end usars and ther tasks, empiricd
measurements of sysem usage, and iterative deveopment [6]. Thus usdbility tesing can be
rigoroudy dructured or highly informd, quite expensve or virtudly free, time-consuming or very
quick.

In Usability testing, the aspect that is evauated is the measure to which the system can be used,
understood, learned, used and liked when the gpplication is used under specified conditions. To
evaluate the system overd|l usability, features that are tested can be the ease-of-navigaion, layout
and design, error feedback, performance, and consistency of the software application.

To this purpose one of the most referred work for usability testing is the Rubin’s book [12] in which
usability testing is defined as “ a process that employs participants who are representative of the
target population to evduate the degree to which a products meets specific usability criteria’. In
particular he indentifies Sx main steps for performing usability tesing:

Define the problem statements or the test objectives

Use arepresentative sample of end users (possibly randomly chosen)

Represent the actud work environment

Observe the end user while they are using the SUT, possibly using test monitor.
Collect information representing the performance and the preferences observed.
Individuate the possible improvements for the product.

Techniques and Tools:

As the above description suggests, usability testing rely heavily on human aspects, and hence it is
hardly automatized and very expensve. Thus over the years a set of usability testing techniques
have been developed and gpplied in different field. Among them it isimportant to mention [6]:

» Card sorting: It is generdly gpplied for andyzing the organization and Sructure peculiarity
aspects. It condst in giving a set of randomly ordered index cards, each one associated with a
different task domain, to a group of end users and asking them to organizing the card in different
andl piles according certan smilaity. A cduder andyss procedure is then gpplied for
evauating the result obtained.

» Heurigtic Evaluation: It congsts on the exploration of the sysem by a group of Cl experts.
Their purpose the identification of the usdbility problems (violation of one or more usability
principles or heurigics) and their consequent classfication. The documentation required is the
project overview, describing the objectives, the target audience, expected usage etc. and a lig of
heurigtics,

= Scenario Based Testing: it congsts on the representation of the end-users scenarios, or specific
tasks, each one associated with the mgor functiondity of the system, and the consequent
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amulation of the expected red-life usage patterns. Specific measures are then applied to the
results obtained for verifying if the tasks have been correctly accomplished and evauating for
each task the time required for the completion and the number of pages accessed.

» Quedtionnaire for user interaction satisfaction: it is used manly for evaduaing the not
quantifiable aspects of the interface design that contribute to the users subjective feding of
satisfaction or frugtration.

= Mining the Logs. it uses the logs of the standard web server or hitpd. The andyss of the logs
provides a very useful source of information about usage patterns one a web dte has gone live
and prevent the use of usability experts or representative users.

In the case of e-Learning systems usability testing of content may involve messuring the learning
curve of sudents, and hence usability testing is based both on pedagogical aspects, as wdl as in
well conducted Statistica evauation.

Rdated, yet different is GUI testing, which in modern live agpplications may teke a large part of
tesing effort. It in fact requires a cler methodology that employs tools and techniques integrated
to use a gandardized GUI representation. Over the last years different GUI testing techniques have
been developed but many times they result incomplete, ad hoc, and larglly manud. The mogt
common tools use record-playback techniques, which is developed by a test dedgner interacting
with the GUI. The design generates mouse and keyboard events which are recorded as user events,
and stored in a sesson—usualy as a script. The tester later plays back the recorded sessions to re-
cregte the events with different inputs [8].

Generd ly the process adopted for implementing GUI testing should include the following stepd 8]
Defining coverage criteria. For ingdance requiring the execution of each user interface event to
determine whether it behaves correctly.

= Generate test case inputs: it could consst of everts such as mouse clicks, menu sdections,
and object manipulations.

» Define the expected output: It condgsts on the definition of the expected screen sngpshots and
window pogitions and titles.

= Execute test cases and verify output: Test cases execute on the software, and the tester
compares the output with the expected output from, for example, an oracle.

» Edablished stop criteria: i.e. determine whether the GUI was adequately tested by andizing
the checks events and resulting GUI states.

In the e-leaning context another important aspect is the test for verifying the accesshility of
software, which has the purpose of verifying how the learners can interact with the system based on
their preferences and needs. To this purpose the Web Accesshility Initiative (WAI) outlines
approaches for preliminary and conformance reviews of web stes [1] which recommend the use of
“accessbility evduation tools’ to identify some of the issues that occur on a web dte A lig of
these kind of fadilities can be find & [2]. This ligt includes tools such as the Bobby [16] and WAVE

[17].

55  Reliability testing

Description: The term rdiability is used in generd to mean those various qudities or messures
characterizing a product's successful operation over time. In today’'s industria production,
reliability is a drategic product variable, as important as cost and performance. For example, when
we sdlect a car, not only we compare price, comfortability, speed, but aso repair records. In other
words, wrt reliability we require products to prove that they can work without faling for “enough’
long time. In reidbility theory, the term relidbility assumes a precise, mathematicd meaning and is
defined as afunction over time R(t).
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Indeed rdidbility is aways measured agangt a time duration. In computer-based applications we
have the choice between a continuous or a discrete time variable, depending on the failure process
and on whether it is corrdlated with the duration of user's command execution or rather with the
probability of falure of each sngle execution. Continuous time is best measured by CPU or
execution time (more dgnificative) than by cdendar time (more easy to record): indeed, software
does not fail whileit is not executed! Discrete time is instead measured via the number of demands.

The rdiagbility of a product depends on just how the customer will use t: the operational profile is

the key notion in evduding software rdiability, it is wha didinguishes operationd testing from

traditional development or conformance testing approaches previoudy discussed.

Thus the only way to vdidate quantitatively the rdigbility of a software product is via rigorous

datigtical testing in which the test case must be randomly generated according to the operationd

profile. Software rdiability is a measure of the probability that a software will execute without
falure for a gpecified time period within a specified environment. Software Rdigbility Engineering

(SRE) encompasses state-of-practice techniques and tools for anaysing, managing and improving

the rdligbility of software products.

Techniques and tools. Software rdiability messurement is a rdaivey new technology. The

centrd focus is on the quantitative evauation of the operationd behaviour, as contrasted with

qualitative evauation of conventiona (non rdliability based) vaidation and verification activities.

Musa has introduced the SRET methodology, whereby "SRET is tesing guided by reiability

objectives and expected usage and criticdity of different operations in the fidd" [7]. Reportedly (7]

Cap. 6), Musas SRET approach has been successfully applied to many projects with documented

strong benefit/cost ratio results. We report avery brief summary of SRET features.

The SRET gpproach congsts of five steps.

1. Défine the rdiability objectives. this implies defining possble falures in the disinct modes of
operation and identifying their potentid impact on users (severity dass); then the rdiability leve
to be achieved for each operationd mode and for each severity class must be dated
quantitetively.

2. Develop the operationd profile Musa defines an operationd profile as "the set of operations and
their probability of occurrence’. To obtain the lis of operaions, one can follow a five sep
procedure, tarting from identifying a lig of possbly different customer types, and progressively
bregking them down into different user types, then into the different modes in which a user can
invoke the system. In turn, for each sysem mode a functiona profile is defined, i.e, a lig of the
functions needed by the user in each mode and their occurrence probability. Findly the
functiona profile, that has been defined from the user's point of view, has to be converted to the
operationa profile, that is system oriented: an operation is associated with running the sysem to
accomplish a defined task.

3. Prepare the tests: this involves specifying the test cases to be executed. In this phase the scripts
for automaticaly launching the test cases are prepared.

4. Execute the teds: the execution must be attomated with the use of a test management system. In
this phase we must carefully record failures and their time of occurrence.

5. Interpret test results falure data collected during test execution ae interpreted differently
depending on whether we attempt to resolve detected fallures or not. There are two distinct
testing regimes
i) we modify the software in order to remove the fault: hence what we observe is actudly a
sequence of program versons, with plausbly growing religbility:
i) we leave themt in this case the test objective is to certify the rdiability leve of the current
verson of software, for example in acceptance testing. This is dso cdled life teding, and
inference techniques gpplied are as much the same as in tesing of hardware apparatuses.
In the first case, we are doing debug test, i.e, our god is to increase the product rdiability. We
then have to sdect a suitable rdiability gromth modd (RGM) and monitor the system falure
intengty vaues as we find and remove faults. We are finished when we reach the origindly set
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reliability objectives. In the second case, we are doing acceptance test, i.e,, our god is to decide
if a product is acceptable or must be rgected, and we decide based on the product rdiability. We
then smply evaluate the product failure behaviour againgt the required religbility levels.
Applicability to elLearning: Of course the techniques for reliability testing can be trandated
directly to any domain, including e-Learning, with regard to both content and medium.

6 Thecase of TELCERT

In the lagt years different mechanisms have been proposed to make easer both the definition of an
XML document modd (language and dructure) and the automatic check for conformance
vdidation of a document indance agang the modd. Notable examples of XML document
modeling techniques are Document Type Definition (DTD), XML Schema, Schematron, Reax NG.
In this section we intend to give a short overview on some of these insruments with particular
reference to those that could be ussfully used within the Telcert project.
A firg essentid conformance test that must be assessed on an XML file ingtance is cdled well-
formedness. This is a basic requirements for an XML file, if this property is not satisfied the tested
file cannot even be dassfied as an XML file. Wel-formedness can be eesly verified, dso smple
browser generdly provides conformance vdidation features for such kind of vdidation, however
wdl-formedness cannot give guarantees on the qudity of an XML file. To redly enable the correct
exchange of information among different goplications it is necessay to establish more complex
levels of conformance and to develop instruments that should permit to define document classes
agang which a document instance can be verified for compliance.
A lot of different document modd languages, that permit to express the qudlities that a document
ingance should have to be declared conform (hence a class), have been defined. Correspondingly,
for each of them, vdidator parsers have been developed to automaticaly check the conformance of
an ingtance to amodd. We can classfy two different kinds of languages.

Sructure oriented languages tha define the structure of an XML ingance providing a sort of

template

Rule based languages that specify a set of condraint that must hold to declare an ingtance

conforming to the model.
Each modding language has points of wesknesses and points of drength and in our opinion
sometimes the use of more than one can rise the level of conformance obtained increasng the
number of congraints that the instance must sati<fy.

XML Schema
XML Schema is a powerful slandard for XML document modeling, released in 2001 by the World
Wide Web Consortium; it provides a set of mechanisms for establishing how a conformant
document must be formatted. XML Schema Standard aims to replace the Document Type
Definition (DTD) for modeling XML document and overcome some of its limitetions. Itsmain
feature are:

it isfunctiondly backward compatible with the DTD standard

itisitsdlf based on XML syntax

it is namespace avare

it permits the definition of data type and inheritance among them
The main limitation of this modding technique is that do not permit to define reations among parts
of the XML instance belonging to different subtrees.
Writing an XML Schema document is not an easy task and requires to the modeler the acquisition
of complex skillsin document modding even though the XML syntax is used.
XML Schemaits the most important example of structurd oriented modeling language, and severd
vaidator and IDE, for making easier the instance crestion phase, have been developed for XML
Schema
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The IMS consortium, which specifications are generdly used within TELCERT, recognized the
advantages of having a description of the information model based on XML related technologies,
and as consequence it has defined, for most of its specifications, an XML binding document that
describes how an information model can be mapped into an XML Schema,

Schematron

Schematron [SCHE] is a sample and powerful Schema Language, which is currently undergoing

ISO standardization to become ISO/IEC 19757 - DSDL Document Schema Definition Language -

Part 3: Rule-based vadidation — Schematron.

Specificdly Schematron is a rule oriented language system for specifying and declaring assartions

about arbitrary patterns in XML documents (it is in fact an example of rule based language), based

on the presence (or absence), of names and vaues of dements and attributes adong paths.

Schematron capabilities are drongly related to XPeth cgpabilities being this language the man

gone on which Schematron is funded. This means thet is possible to define with Schematron dl the

relationship that it is possble to express usng XPah (example of this rdations ae child,

descendant, parent, ancestor, following, preceding, attribute, self, etc...).

The design gods from which the Schematron design is sarted are:

1) Promote naturd language descriptions of vaidation falures

2) Rgect the binay vdidinvdid diginction which is inherent on othe schema languages
permitting to express more explicative comments when an assertion/report is faseftrue,

3) Aimfor ashort learning curve by layering on existing tools (XPath and XSLT)

4) Trivid toimplement ontop of XSLT

5) Provide an architecture which lends itsalf to GUI development environments

6) Support workflow by providing a sysem which underdands the phases through which a
document passesiniitslifecycle

The basic building blocks of the schematron language are assert and report. These define the

condraints which collectively form the bass of a Schematron schema It is possble to group

condraints usng the operator such rule, tha permits to specify a context for the condraints, and

pattern that permits to group rule to create a sort of template for the instance.

Schematron defines a language which, when transformed through a meta-stylesheet produce XSLT

vaidators that can be gpplied to the ingtances producing a report file which contains clear indication

of the congtraints that do not hold for the instance under test asillugtrated in Figure 4.
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Figure4 The Schematron Framework

A Combined Conformance Checking M ethodology for Application Profiles

In this section we sketch a possible approach for the vaidation of an XML instance produced on the



Thisison-going work Preliminary version made available for presentation at Alt-I-Lab 2004

basis of an Application Profile (AP).

From the study that we carried out within the Telcert project we noticed that it is convenient to
derive an XML Schema from the Basic profile and the modifications defined in the AP. In such
manner the Derived Schema (DS) can be used to vdidate instances, gaining the obvious advantages
that the presence of an XML Schema can provide for the test a document instance. An XML
Schema, in fact, embeds alot of complex test cases that can be automatically checked reusing
aready available software component.

However it is not possible to express, using XML Schema, al check that could be used within an
AP specification (asfor instance relations among different sub-trees of an XML ingtance), for this
reason we proposed a combined use of the XML Schema mechanism and of the Schematron
framework. It is, in fact, possble to derive a set of schematron rules from the congtraints embedded
in the AP, as demonstrated by the successful implementation of a proof-of concept tool that we
carried out within the Telcert project. In Figure 5 we give a Smple outline of the proposed gpproach
in the form of the dataflow used to implement the tool.

Base Application
Schema Profile

¥ ¥
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¥ ¥
New XML Derived Schematron
Schema Derived Constraints
[
[
XML Instance
XML Schema Schematron
Parser Validator Parser Validator 2nd Phase

L L

XML Schema

Schematron Report
Conformance Result

Figure5 Proposal for avalidation strategy

The advantage of the proposed solution is that it make eeser the vaidation of an ingance reducing
the vaidation process in a two phase process, and for each phase a lot of development effort could
be saved reusing dready available free software component.
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